
Cybersecurity Breach at Change Healthcare: Alternative Methods for Claims Payment 
 

On Feb. 21, Change Healthcare encountered an external cybersecurity threat. Change Healthcare, a 
subsidiary of UnitedHealth Group (UHG), handles 15 billion health care transactions annually and 
manages one-third of patient records. This incident has ongoing significant impacts on providers utilizing 
Change Healthcare for claims processing, payments, patient access and prior authorizations. For 
practices relying on Change Healthcare for billing, payers have devised alternative methods for 
submitting claims and receiving payments. Below is a compilation of recent communications from 
payers concerning the cyberattack and alternative processes. GLMS will continue to monitor payer 
communications on your behalf and will do everything we can to support our members through this. 
 
Aetna update on Change Healthcare outage 
For Aetna Commercial, Individual & Family Plan and Medicare: Aetna network providers who directly 
use Change Healthcare for EDI transactions to transmit information to Aetna should try to stay “digital 
first” and use other business partners for their electronic transactions until Change’s outage is resolved. 
Here is a list of approved electronic transaction vendors for Aetna. Providers can also use Aetna’s 
existing medical provider portal hosted by Availity or dental provider portal hosted by Dental 
Exchange for electronic claims submission. If providers work through a billing partner, practice 
management system or other vendor partner, they likely can advise on an alternate connection method 
for electronic transactions with Aetna. Finally, when digital submission isn’t possible, providers can also 
reach out to Aetna provider contact centers about submitting paper claims. A list of phone numbers is 
available for providers to select from based on the specific transaction they are calling about.  
For Aetna Better Health (Medicaid) plans: Providers need to use Office Ally for electronic claims 
submissions. Providers can register here for Office Ally.  
 
Anthem Change Healthcare Cybersecurity Update 
Anthem is closely monitoring developments around the Change Healthcare cybersecurity event and how 
it will impact customers and provider partners. As a reminder, you can still use Availity Essentials to 
safely submit electronic transactions to our plan. View an important update to the Frequently Asked 
Questions around timely filing requirements. 
 
Availity - Change Healthcare Cybersecurity Event 
As part of our standard security measures to safeguard both Availity and our customers, Availity 
disconnected all inbound and outbound transactions from Change Healthcare, Optum and United 
HealthCare. Availity has provided a path for providers who use Change Healthcare as their clearinghouse 
and are registered within Availity Essentials™. These alternative pathways enable those providers to 
transact electronically with sponsoring health plans, including Eligibility and Benefits, Claims Status, 
Claims and Remittance Advice. Please check the Availity payer list here. Files need to meet Availity’s 
standards. This includes the file header, payer IDs and other information. Files can be sent via SFTP or 
web batch upload through Availity Essentials. Please reference the EDI Guide here.  
 
Humana Healthy Horizons 
Due to the recent security breach with Change Healthcare, your ability to submit claims on your 
Humana-insured patients may be impacted if Change Healthcare is your electronic 
clearinghouse. Humana Healthy Horizons in Kentucky would like to offer you an alternative for 
submitting your claims. The Availity Essentials portal not only allows claim submissions, but also enables 
you to check eligibility and benefits, submit referral and preauthorization requests, check the status of 
claims and authorizations, submit disputes or appeals for finalized claims, view remittance advice, 

https://view.provider.aetna.com/?qs=0b99a3f51be5abd750b16237b94c2b29cfcae4d18d25c77cfefb539d1460f3b3ddbb970a119ef1c39dc9ebbda6e829868338f6a8b4fdddc100ba4e595bd9a91e2453f382e1434c794938907342a67bc5
https://r20.rs6.net/tn.jsp?f=001JgA7h8L7RHq3GTfFEGAuM90uUTzZPmXnWfxNiuuPTwZdhl3sNlElIyiltqrJpDbiBS35diTH7QizQtm35QbG4a_rLMYQWS6-GdEtz9cqB2K9JyK6KG9898oJp0UZ5aVikCYSCNj5NvIGtU_WYzsggpDxF5H35ef383-84PZo3HXtXuTjl5nbYInBg_O9Or0sGU-vk7OdYtTLgz2aHklstq8RMsO7Vljem2YbJXhue9lh2b_PDV8aq63Ra_yb-hcUzJ-PbxHIHvm1mEsZPhrjcq_zwvrBBzFyns-xTWGwSr8vA-_qhIkELUUNEZ_bKK4j&c=tuj6KCY0fb3FZpR1nrIGYxCaU_Q4Q-pfV7YDWjn8lTAV74zd1F0JHg==&ch=BAk_6loA4jItQjyWpW6YG27Xt4eXlz9qjRJd715QPcednVAsng0lQg==
https://r20.rs6.net/tn.jsp?f=001JgA7h8L7RHq3GTfFEGAuM90uUTzZPmXnWfxNiuuPTwZdhl3sNlElIyiltqrJpDbivirTpSWzV7PUTl_NjsORf8p7lL2TjkYEO7rMtCFt1L_oMQbZNJ2od3Hqoxz2t3UuvhyyfNuOJEDzb0n6WtdkM5yvcNG-5ngVrFZjmAe4DILq7bU9uGF-lM8_kVGqh7rtyIHL8D5mDofNHtUSpO-r7FpAMnNC7iXwiTWgHNLj17CUORWjSNiBwyg9uCClcYPUFtKJGDM9VijL1D0OE68Ur5W4X5N4UpKR32KJWyPsqCmiHB3F2yEG6ZKIVj-JHAQI&c=tuj6KCY0fb3FZpR1nrIGYxCaU_Q4Q-pfV7YDWjn8lTAV74zd1F0JHg==&ch=BAk_6loA4jItQjyWpW6YG27Xt4eXlz9qjRJd715QPcednVAsng0lQg==
https://r20.rs6.net/tn.jsp?f=001JgA7h8L7RHq3GTfFEGAuM90uUTzZPmXnWfxNiuuPTwZdhl3sNlElIyiltqrJpDbiPtSaqGC7hw1JGwrODA0uwekDDvWAuppFYjikmvYfyozTAktDKx2EnXRt-gAmlM3osegFl5AyLwDzlZ3Md6_9GszZ5M4xsKQPcKrmRKZm94JysWvcLetucRDOB-6toVTrinr15156pLuEEE_z1mBMDTZ_687s46piuPgzNxsOuh8ZGbjEmdv0ZO7fUSMMcPZdL754eaUhpe2fs1AN-Bh6o2VShKAJmfaoml0oRuQwAkBWVVwppEeYIC99WhwqG0Nv&c=tuj6KCY0fb3FZpR1nrIGYxCaU_Q4Q-pfV7YDWjn8lTAV74zd1F0JHg==&ch=BAk_6loA4jItQjyWpW6YG27Xt4eXlz9qjRJd715QPcednVAsng0lQg==
https://r20.rs6.net/tn.jsp?f=001JgA7h8L7RHq3GTfFEGAuM90uUTzZPmXnWfxNiuuPTwZdhl3sNlElIyiltqrJpDbiPtSaqGC7hw1JGwrODA0uwekDDvWAuppFYjikmvYfyozTAktDKx2EnXRt-gAmlM3osegFl5AyLwDzlZ3Md6_9GszZ5M4xsKQPcKrmRKZm94JysWvcLetucRDOB-6toVTrinr15156pLuEEE_z1mBMDTZ_687s46piuPgzNxsOuh8ZGbjEmdv0ZO7fUSMMcPZdL754eaUhpe2fs1AN-Bh6o2VShKAJmfaoml0oRuQwAkBWVVwppEeYIC99WhwqG0Nv&c=tuj6KCY0fb3FZpR1nrIGYxCaU_Q4Q-pfV7YDWjn8lTAV74zd1F0JHg==&ch=BAk_6loA4jItQjyWpW6YG27Xt4eXlz9qjRJd715QPcednVAsng0lQg==
https://r20.rs6.net/tn.jsp?f=001JgA7h8L7RHq3GTfFEGAuM90uUTzZPmXnWfxNiuuPTwZdhl3sNlElIyiltqrJpDbipZzG3mo_7P5Cb_j1pU1LrngcOAawQPj-M47FTPDStkwvPJ8vc92CZfSfhMzd8NAMMj2oM09i4l4xwT4P-0Oji6ebIXuIPaw63JFcP_N5UgoCWJzJJit2vT2NKCvYNgeWm3CpEO9sEB1EL0E-73IbLiOJfAFt9_DEIIlwrNzW0EPZsvQTTShHY8Upa4Oz8z6aS6DBjOBBBBsNAz1KGHB8ha3fH3Ycl2FPCt32ESA6l1DsHpNU2bV9nAWI_8bb8RgY&c=tuj6KCY0fb3FZpR1nrIGYxCaU_Q4Q-pfV7YDWjn8lTAV74zd1F0JHg==&ch=BAk_6loA4jItQjyWpW6YG27Xt4eXlz9qjRJd715QPcednVAsng0lQg==
https://click.provider.aetna.com/?qs=921dbb11d264932e80e3f5c1171fc74eb9f12f868f8f11ca0dff73eaf98d1c6811feebb6c8a163dee2ed5caebbec3c221365f0bbd8fee221
https://providernews.anthem.com/indiana/articles/change-healthcare-cybersecurity-update-march-5-2024-18545
https://apps.availity.com/availity/web/public.elegant.login
https://files.providernews.elevancehealth.com/3971/MULTI-ALL-CDCRMMPCM-053096-24-Change-Healthcare-Cybersecurity-FAQ_v2.pdf
https://files.providernews.elevancehealth.com/3971/MULTI-ALL-CDCRMMPCM-053096-24-Change-Healthcare-Cybersecurity-FAQ_v2.pdf
http://click.discover.availity.com/?qs=2f044f7ce215b5e4665196f249b07b81aeb8974d3cd6f667ac75f8bc6aae98d51dc3cbac48d1f5e268968b610c1dcdade39a292d3e9bf2e9982515510c83baa6
http://click.discover.availity.com/?qs=2f044f7ce215b5e4085195910f9006b5283db1523ce2bc2a7468843471566269acb50b740f5a4cbb2964f763f7ce42d48d65cd22ef85f6c1


manage overpayments and respond to medical record requests. Should you have any issues or 
questions, Provider Relations is here to help. Please reach out to sbrackens1@humana.com with any 
questions or to the general email inbox at KYMCDPR@humana.com.   
 
Medicare - HHS Statement Regarding the Cyberattack on Change Healthcare  
HHS is announcing immediate steps that the Centers for Medicare & Medicaid Services (CMS) is taking 
to assist providers to continue to serve patients. HHS also takes this opportunity to encourage all 
providers, technology vendors and members of the health care ecosystem to double down on 
cybersecurity, with urgency. The system and the American people can ill afford further disruptions in 
care. Please visit the HPH Cyber Performance Goals website for more details on steps to stay protected. 
 
Passport by Molina - Optum-Change Healthcare outage  

Providers utilizing CHC to submit claims to Passport prior to the outage may now do so via an alternate 
established connection with SSI Claimsnet, LLC (“SSI Group”) clearinghouse or another clearinghouse of 
their choice. Providers not directly utilizing CHC can and should continue utilizing their current 
clearinghouse for claims submission. The Availity Essentials provider portal solution was not impacted 
by this outage and remains available as another option to key in claims for submission. Providers can 
register with SSI Group for claim submission via the Claimsnet’s Provider Registration Form located 
online here.  
 
KMA Member Alert: Change Healthcare Cyber Attack Update for Physicians 
A statement from the Kentucky Medical Association.  
 
 
 

mailto:sbrackens1@humana.com
mailto:KYMCDPR@humana.com
https://www.hhs.gov/about/news/2024/03/05/hhs-statement-regarding-the-cyberattack-on-change-healthcare.html
https://www.hhs.gov/about/news/2024/03/10/letter-to-health-care-leaders-on-cyberattack-on-change-healthcare.html
https://hphcyber.hhs.gov/performance-goals.html
https://www.molinahealthcare.com/meetmolina/outage-passport
https://products3.ssigroup.com/ProviderRegistration/register
https://kyma.org/change-healthcare-cyber-attack-update-for-physicians/

